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Abstract—Information Security is a major challenging issue in 
today’s technological world. There is a huge demand for a stronger 
and secure encryption techniques which is very hard to crack. Earlier 
so many researcher have proposed various encryption technique and 
algorithm such as DES, AES, Blowfish, RSA, Feistel block cipher etc. 
Some of them are very popular in achieving data security at a great 
extent like Blowfish and AES. But nowadays as security level is 
increased the time span and complexity of algorithm to perform 
various operations is also increased. This is the major cause of 
decreasing efficiency and speed of an encryption techniques. For this 
we have proposed a new encryption technique named “T’s Random 
Cipher Algorithm (TRCA)” with a random key and random cipher 
generation which enhance security level as well as speed and 
efficiency of an encryption system. The (TRCA) is a stream cipher 
algorithm which is applied on a plaintext with a random key 
generation where the key is randomly generated every time we 
encrypt the plaintext. In this abstract we have proposed a new 
invented encryption technique which is very secure and very efficient. 
(TRCA) is implemented in a way such that each time the cipher text 
generated is different from the previously generated cipher text even 
for the same plaintext. So because of this it is difficult or even 
impossible to decrypt the message. 

1. INTRODUCTION 

With increase in the use of internet there has been an increased 
opportunity in identity fraud, organized crime and various 
other forms of cybercrime.  

2. MATHEMATICAL METHODS AND OPERATIONS 
INVOLVED 

Module1: Key selection, distribution and sub key generation 
algorithm.  

Module2:Encrypt the rich text usingPoly-alphabetic cipher. 

Module3: Perform 16 rounds of transpositions on the output of 
module2 based on the keys generated in module1.  

The output of this stage is the final cipher intended for the 
secure transmission.  

Note: Reverse of this process is called the decryption  

The brief explanation and the methods used in each module 
are explained below: 

 

2.1 Key Selection & Distribution  

The key is selected by Random Number Generation technique, 
in which every time a new random key is obtained to apply 
XOR function on the plaintext because of which the key 
obtained every time is unique.  

2.2 Encryption using Poly-alphabetic cipher 

In this step, the cipher of every same alphabet of the plaintext 
is produced is unique. The key which is applied on the 
plaintext keeps on changing every time the next byte of the 
plaintext is taken to cipher.  

2.3 Perform 16 Rounds of Transpositions:  

The cipher which is produced by the polyalphabetic cipher is 
taken as input in this step. The cipher is again ciphered by 16 
rounds of XOR function. 

3. PROCESS OF ENCRYPTION AND DECRYPTION -  

3.1 Encryption  

1. Read plain text.  

2. Get Cipher text by applying polyalphabetic cipher 
technique.  

3. Convert cipher text into blocks.  

4. Apply Feistel cipher for 16 rounds.  

 
Fig. 1: Encryption process 
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3.2 Decryption 

1. Receiver receives encrypted key.  

2. Decrypts it by Feistel cipher decoding.  

3. Decrypts it by polyalphabetic cipher decoding. 

 
Fig. 2: Decryption process 

4. DEVELOPMENT OF CIPHER 

In this we have considered a plain in the form of alphanumeric 
characters, symbols, etc. For the development of the cipher we 
have several phases in this algorithm as shown in the Fig. 1. 

 

Fig. 3: Plain text 1 considered for encryption 

 

Fig. 4: Same plaintext but different cipher 

To exhibit and prove a strong avalanche effect we have 
considered plain text in which we have not changed any 
characters in Fig. 3 & 4. As shown in Fig. 3 & 4, Even if the 
plaintext is same every time the plain text is encrypted is 
different from the previous cipher. 

 

Fig. 5: Plain text considered for encryption 

 
Fig. 6: Only one character of plaintext is different from  

previous example 

A desirable property of any encryption algorithm is that a 
small change in either the key or the plain text should produce 
a significant change in the cipher. In particular, a change in 
one bit / character of the plain text or key should produce a 
change in many bits / characters of the cipher text. The same 
we have proven in this algorithm. The resultant output after 
changing a single character in the first input is as shown in the 
Fig. 5 & 6. In Fig. 5 & 6, the cipher text and key is changed by 
great difference even if the change is plain text is of one 
character only. 

5. CRYPTANALYSIS 

The cryptanalyst assails which are usually measured in the 
literature of Cryptography are:  

1. Cipher text only attack ( Brute force attack)  

2. Known plaintext attack  

3. Chosen plaintext attack  

4. Chosen cipher text attack 

In this investigation the key = K’ is a 32 digits alphanumeric 
character. From the Left hand side first 22 characters (15 + 7 ) 
are used to compute the starting address and increment value 
for color substitution, next character (23rd) is used to select 
integral function and tree traversal method, and the remaining 
9 characters (24th to 32positions) are used as a key for 
permutation. In this we have three possibilities:--  

Case 1: key can be only characters: Because, the alphabets are 
only 26, to enter 32 characters in the key, obviously some 
characters will be repeated. In these circumstances:  

Maximum number of Keys = (26) 32 = 1.9 X 1045 Keys  

If the time required for resolving of the plain text for one 
value of the key in the key space is taken as 10-3 seconds, then 
time required for obtaining the plain text by considering all the 
possible keys in the key space is 1.9X1045X10-3 if we perform 
one encryption per micro second it takes  

1.9 X 10 45 X 10 -3  
 6 X 1035 Years  

365 X 24 X 60 X 60  
 

Case 2: Out of 32 characters, first 26 can be characters and the 
remaining 6 can be numbers between 0 to 9. In this situation:  

Maximum number of Keys = (26) 26 + (10)6 = 6 X 1036 Keys.  

If we perform one encryption per micro second it takes  

6 X 10 36 X 10 -3   1.9 X 
1027 Years  
 365 X 24 X 60 X 60  
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